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About This Document

Project Grey Goose is, in technology  terms, a pure play Open Source Intelligence (OSINT)
initiative launched on August 22, 2008  to examine how the Russian cyber war was
conducted against Georgian Web sites and if the Russian government was involved or if

it was entirely a grass roots movement by patriotic Russian hackers.

Project Gr ergmit@astostdize s combination of open sources, tools and
human skill sets to probe the matter from new angles with fresh evidence. Itis an entirely
volunteer effort with no funding,

This Phase Ireport was produced from data collected from two Russian hacker forums,
www.xakep.ru and www.stopgeorgia.ru , along with network log files detailing 29,000

status events indicating the Up/Down status of 149 Georgian web sites 1. The Xakep .ru
forum was selected from among 4 possible choices as the most likely to contain relevant

posts on our subject. The password -protected StopGeorgia .ru forum was discovered via
the Xakep forum. The me ans and methods used to gain access to StopGeorgia.ru are
beyond the scope of this document. Our collection effort was  done manually in  Russian,
and then machine -translated to English.

Project Grey Goose | Intelfusion@hush.com | All Rights Reserved | 2008

1 Georgian Research and Educational Networking Association (GRENA) and Georgia
CERT [ttp://www.grena.ge/eng/cert.html )
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. Key Judgments

We assess with high confidence that the Russian government will likely
continue its practice of distancing itself from  the Russian nationalistic
hacker community thus gaining deniability while passively supporting and
enjoying the strategic benefits of their actions.

While fo rum members are quite open about their targets and methods, we were
unable in this round of collection/analysis to find any references to state
organizations guiding or directing attacks. There are several possible explanations
as to why this is the case.

e There was no external involvement or direction from State organizations

e  Our collection efforts were not far ~ -reaching or deep enough to identify
these connections

¢ Involvement by State organizations was done in an entirely non -
attributable way

There is, however, historical evidence that past and present members of the

Russian government endorse cyber warfare and/or cyber attacks in itiated by

their countryds hacker population. The names of t
their communication ar e revealed in the Discussion section.

General Vladislav Sherstyuk 2 is the Russian Federation Security Council deputy

secretary and former Deputy Director of the Federal Agency for Government
Communications and I nformation (nfwerRS8iVYided I n 2003,
between the Federal Security Service (FSB) and the Ministry of Defense 3,

Nikolai Kuryanovich is an MP for the Liberal Democratic Party of Russia . He is
closely affiliated with  Vladimir Volfovich Zhirinovsky 4, who founded and leads  the
Liberal Democratic Party of Russia (LDPR) and who is Vice  -Chairman of the State
Dumo .

Oleg Gordievsky 5 was a Colonel in the KGB and KGB Resident -designate and
bureau chief in London  until his defection to MI6 in 1985

We assess with high confidence that nationalistic Russian hackersa re
likely adaptive adversaries engaged in aggressively finding more efficient
ways to disable networks

Members ofthe StopGeorgia.ru and Xakep.ru forums  spent a significant amount
of time discussing the merits and drawback s of different kinds of malware,
including traditional Distributed Denial of Service (DDoS) tactics and tools. We
observed a consistent up  -tick in discussions and attacks focused on abusing

2 http://www2.nupi.no/cgi  -win//Russland/personer.exe?1136
3 http://fas.org/irp/world/russia/fapsi/index.html

4 http://en.wikipedia.org/wiki/Vladimir_Zhirinovsky

5 http://en.wikipedia.org/wiki/Oleg_Gordievsky
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application level vulnerabilities in order to take advantage of CPU intensive SQL
queries .

By abusing CPU intensive application level vulnerabilities (such as SQL Injection)
Georgian information systems can be rendered inoperative using a small number

of attacking machines. While traditional DDoS attacks against robu st websites
can require thousands of bots, simultaneously attacking the victim server,
exploitation of SQL injection vulnerabilities require only a handful of attacking
machines and achieve the same effect.

The discovery and exploitation of these applicat ion level vulnerabilities shows
moderate technical sophistication, but more importantly, it shows planning,
organization, targeted reconnaissance, and evolution of attacks.

Lastly, detection of a targeted SQL Injection attack designed to pilfer data or
compromise the underlying system during a rigorous, traditional DDoS would be
extremely difficult to detect, especially so if the DoS attack included SQL Injection
attacks designed to cause a DoS condition.

We judge with moderate confidence thata journeyman -apprentice
relationship will continue to be the training model used by nationalistic
Russian hackers.

There is a distinct hierarchy  within the Russian nationalistic hacker forums

examined wherein forum leaders provide the necessary tools, pinpo int

application vulnerabilities, and provide general target lists upon which other, less
knowledgeable , forum members can act.

Those forum members pinpointing application level vulnerabilities and publishing
target lists likely have moderate/high technic al skill sets, while those carrying out
the actual attacks appear to have low/medium technical sophistication.

Most forum members appeared to wait for direction from the forum informal

| eadership chain (such as the foramprAdwi chédtr at or
the necessary tools, pinpointed application vulnerabilities, and provided general

target lists while others, lower ranking members of the forum conducted the

actual attacks.

An analysis of the DoS tools offered by the forum leaders showed unado rned, but
effective tools. Some forum members had difficulty using the tools, reinforcing

the idea that many of the forum members showed low/medium technical

sophistication.

We estimate with moderate confidence that hacker forums engaged in
training Rus sian cyber warriors will continue to evolve their feedback loop
which effectively becomes their Cyber Kill Chain.

After analyzing over 200 posts in the Xakep.ru and StopGeorgia.ru forums, as well as

Georgian network server data, Grey Goose analysts were a ble to discern a cyber Kill
chain which is comprised of the following steps
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1) Encourage novices through patriotic imagery and rhetoric to get involved in the
cyber war against Georgia

2) Publish a target list of Georgian government Web sithich have been teted for
access from Russian and Lithuanian IP addresses.

3) Discuss and select one of several different types of malware to use against the
target Web site.

4) Launch the attack

5) Evaluatethe results(optional step)

We assess with high confidence that all visitors to Russian hacker forums
which originate from U.S. IP addresses will be monitored .

During one week of intensive collection activity at the Xakep.ru forum, Grey
Goose analysts experienced two incidents which demonstrated that o perational
security (OPSEC) measures were in effect.

Within hours after Grey Goose analysts discovered a post on X akep .ru which
pointedtoapassword -pr otected for um nvwewwstdpgedrliRMY)o (
that link was removed by the forum administrator.

After about a half dozen Grey Goose analysts spent one week probing the

Xakep.ru forum for relevant posts, all U.S. IP addresses were blocked from further
forum access (a 403 error was returned). This lasted for about 1 0 days before the
block was lifted. This begs the question why is U.S. access to a Russian hacker

forum important? Part of the answer may lie in the fact that nationalistic Russian
hackers are not only based in Russia. Another reason may be for the recruit ment
of Russian ex-pats.

ource: Xakep.ru forum
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lI. Discussion

We assess with high confidence that the Russian government will
likely continue its practice of distancing itself from the Russian
nationalistic hacker community thus gaining deniability while
passively supporting and enjoying the strategic benefits of their
actions.

While forum members are quite open about their targets and methods, we were
unable in this round of collection/analysis to find any references to state
organizations guiding or dire  cting attacks. There are several possible explanations
as to why this is the case.

e There was no external involvement or direction from State organizations

e  Our collection efforts were not far  -reaching or deep enough to identify
these connections

e Involvement by State organizations was done in an entirely non -
attributable way

There is, however, historical evidence that past and present members of the
Russian government endorse cyber warfare and/or cyber attacks initiated by
t heir ¢ ount ropuiason.Tte odmesof thpese officials  are:

General Vladislav Sherstyuk ¢ is the Russian Federation Security Council deputy

secretary and former Deputy Director of the Federal Agency for Government

Communi cations and | nfor mat i functiofshvér®diidegd. I n 2003,
between the Federal Security Service (FSB) and the Ministry of Defense 7,

Nikolai Kuryanovich is an MP for the Liberal Democratic Party of Russia. He is
closely affiliated with ~ Vladimir Volfovich Zhirinovsky 8, who founded and leads  the
Liberal Democratic Party of Russia (LDPR) and who is Vice  -Chairman of the State
Dumo.

Oleg Gordievsky ¢ was a Colonel in the KGB and KGB Resident -designate and
bureau chief in London until his defection to MI6 in 1985.

By 2001, General Vladislav Shers tyuk, the RF Security Council deputy secretary,

was predicting the equivalent of a cyber weapons arms race between the U.S.

and Russia wbapebbetmi ketary computer virusesdé wo
cyber battlefield. 10

6 http://www2.nupi.no/cgi  -win//Russland/persone r.exe?1136
7 http://fas.org/irp/world/russia/fapsi/index.html

8 http://en.wikipedia.org/wiki/Vladimir_Zhirinovsky

9 http://en.wikipedia.org/wiki/Oleg_Gordievsky

10 FBIS Translation Sergey Ishahék 0, A Before the verdict is in: Co
depicted on Staff Maps, o0 Moscow Trud, June 28, 2
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The following excerpt comes from  a letter dated March, 2006 from Russian Duma
member Nikolai Kuryanovich 11 says, in part:

"In the very near future many conflicts will not take place on the open
field of battle, but rather in spaces on the Internet, fought with the aid of
information soldiers, that is hackers. This means that a small force of
hackers is stronger than the multi -thousand force of the current armed
forces.”

"...As Deputy of the State Duma and member of the Security Committee, |
want to present you with the thanks and app reciation of the Information
department of the NSD "Slavic Union" for your vigilance and your recent
suppression of Russophobe and others on the Internet, €0

Going further back in history, Oleg Gordievsky was a Colonel in the KGB until his
defection to MI6 in 1985. In 1998, he spoke at an international conference on
crime and discussed how Russian hackers convicted of a cyber crime are

sometimes offered an alternative to prison -working forthe Feder al 6naya

Bezopasnost(FSB)12

In 2002, Russia was engaged in the Chechen conflict and freely used
cyberwarfare in its attempt to control the information flow:

0Chechen rebels c¢claimed that t wo of

chechenpres s.com, crashed under hack attacks by the Russian FSB
security service. The website crashes were reportedly timed to occur
concurrently or shortly after Russian Special Forces troops stormed the

Moscow Theater in which the rebebber26ad

Sluzhba

€ our Web Site kavkaz.org was attacked by a

spokesman for the Chechen rebel site run by Movladi Udugov. Following
the attack on the site, which is based in the United States, Udugov said

that he was 0 amaz e bserRoesscaniopetate sosfrpety ori a

U.S. territory.o

0The attacks on one site, chechenpress.com, fell under the category of
brute -force denial of service (DoS) attacks, while on the other site,

kavkaz.org, the attacks appeared much more sophisticated. According

to Chechen sources, the website was hijacked by hackers from the FSB.
The FSB hackers reportedly accomplished this by changing the domain
registration of the site and then eliminating the data for the site from the
hosting server. Upon learning o  f these attacks, the rebels moved the
information on the sites to kavkazcenter.com. However, that site was
attacked just a week later, also apparently the work of FSB hackers 0.13

11

http ://blog.washingtonpost.com/securityfix/2008/07/lithuania_weathers_cyber_attac_1.h

tml#more

taken

their web:

|
g

L2Ruth Alvey, ARussian hamekeaereq afrgyr, 0Oh iJrae:e 6tsh d nrtied d i gfe ntchee Ree v
13 |nstitute for Security Technology Studiesaa r mout h Col | ege, A Cyber Warfare: An

motivations of selected nation stateso, December
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Six years |l ater, on 07 AUG 2008, many nyf Georgi ad
been compromised. The next day, 08 AUG 2008, Russia began its military invasion
of the country.

While Project Grey Goose did not uncover any Russian government/Hacker
connections in its examination of the public Xakep.ru forum or the private
StopGeor gia.ru forum, it is not reasonable to conclude that no such connection
exists. The historical record shows clear support by members of the Russian
government and implied consent in its refusal to intervene or stop the hacker
attacks.

teoszeadsYooryasarddma Re Rde | ¥ d o &Rz 8 a
http://www.stopgeorgia.ru/? pg=tar 20 8 9 3 0 3} 3 3RRoa o heosadfae) g 3
DDoS R R0 @ 6 oD 08629 aoya 6 £ 0 3 f) YIRV®D3 aedan e awRo o o
3e03g3gazrigdReRYTUI@Ba®ae 20.4a

List of first goals for attacks is published on this site: [link]. DDoS attack® being carried for
most of the sites/resources at the moment. All who can hefpwe enlist. Please leave your
suggestions for that list in that topicdpost ed by O0OAdmi ndé Aug 09,
(www.StopGeorgia.ru)
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We assess with high confidence that nationalistic Russian hackers are
likely adaptive adversaries engaged in aggressively finding more
efficient ways to disable networks.

Members of the StopGeorgia.ru and Xakep.ru forums spent a significant amount

of time discussing the merits and drawbacks of different kinds of malware,
including traditional Distributed Denial of Service (DDoS) tactics and tools. We
observed a consistent up  -tick in discussions focused on abusing  application level
vulnerabilities in order to take advantage of CPU intensive SQL queries .

By abusing CPU intensive application level vulnerabilities (such as SQL Injection)
Georgian information systems can be rendered inoperative using a small number
of attacking machines. While traditional DDoS attacks against robust websites
can require thousands of  bots, simultaneously attacking the victim server,
exploitation of SQL injection vulnerabilities require only a handful of attacking
machines and achieve the same effect.

The discovery and exploitation of these application level vulnerabilities shows
mode rate technical sophistication, but more importantly, it shows planning,
organization, targeted reconnaissance, and evolution of attacks.

The introduction of SQL Injection attacks in conjunction with DoS attacks is also
alarming for the following reasons

SQL Injection attacks could indicate that all data stored in the back end
databases could have been pilfered or altered. This information could be
used as a foundation for further attacks and intelligence gathering
against related web applications.

Attackers that have pilfered the backend databases via SQL Injection
could have access to legitimate username and password combinations,
allowing them to masquerade as legitimate users, providing a sustained
source for intelligence gathering. This is espe cially alarming for .gov.ge
systems, where password reuse or other vulnerabilities could lead to the
compromise of other sensitive systems or loss of sensitive information.

In some cases, SQL Injection attacks can be used to compromise not only
informatio n stored in backend databases, but the machine hosting the
database. This represents a compromise of an organizations internal
infrastructure.

Once the underlying system is compromised, this system can be used as a
stepping stone for further attacks ag  ainst an organizations internal
network. Considering the poor state of internal network security for most
organizations, a moderately sophisticated attacker could use a
compromised database server to gain access to a considerable amount

of internal inform ation. Once again, this is especially alarming for .gov.ge
or applications that could have access to other sensitive systems.

Lastly, detection of a targeted SQL Injection attack designed to pilfer data or
compromise the underlying system during a rigoro us, traditional DDoS would be
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extremely difficult to detect, especially so if the DoS attack included SQL Injection
attacks designed to cause a DoS condition.

An Explanation of SQL Injection, Blind SQL Injection, and the use
of BENCHMARK

SQL Injection is an attack technique that takes advantage of poor secure

application coding practices. If an application does not provide the correct

validation for user supplied input parameters, an attacker could embed SQL

commands within the parameters passed from the w eb application to the backed
database. The resultis that the attacker can execute arbitrary SQL queries and/or
commands on the backend database server, using the web application as the

delivery mechanism.  SQL Injection is a CRITICAL application issue an d typically results
in the loss of all the data stored within the database and compromise of the system

housing the database.  Additional information on generic SQL Injection Attacks can

be found here:  http://www.owasp.org/index.php/SQL _injection

If a hacker discovers a SQL injection vulnerability on a web site, but the SQL Injection

doesnotreturn any readabl e data, this is kfdmmeBlimd as 0blindo
SQL Injection vulnerability executes an attacker c ontrolled SQL query on the

back end database with no indication as to whether the injected query actually

succeeded or failed. Hackers turned to the BENCHMARKSstored procedure (for SQL

Injection against MySQL databases) in order to get some indication as to whether

their injected SQL query succeeded or failed. By including a Boolean clause (true or

false) in the Blind SQL injection, the hacker can craft a SQL Injection in such a fashion

where if the query was successful (and only if it was successful), the BENCHMARK

qguery would be run by the database.

The BENCHMARK queries chosen by the hacker are CPU intensive (typically crypto
functi ons run thousands of times).  Since these CPU intensive BENCHMARK queries
take time to complete, the backend becomes "stalled" until the BENCHMARK is
completed. If the hacker launches the Blind SQL injection with a CPU intensive
BENCHMARK and the applicat ion "stalls" for a few seconds before displaying the
page, the hacker knows the SQL Injection was successful. If the attacker launches
the Blind SQL injection with a CPU intensive BENCHMARK and the application
immediately displays the page, the hacker kno ws the SQL injection was NOT
successful. 14

Now, the specific techniques suggested in the stopgeorgia.ru forum were a new twist

on the typical SQL Injection vulnerability exploitation techniques. Some posters to the

forum suggested the use of the BENCHMA RK stored procedure to consume massive

amounts of CPU cycles on the backend database. BENCHMARK has been a popular

techniquefor Bl i nd SQL I njection, but |1 dve never seen it

14 Some information about using the BENCHMARK stored procedure for Blind SQL

Injection can be found here: http://www.milwOrm.com/papers/149 ltds interesting to
note that the hacker who wrote the tutorial, is trying to reduce the CPU | oad involved

with BENCHMARK usage in order to avoid detection/server performance issues.
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DOS. The forum suggested that attackers use SQL inj  ection vulnerabilities to call a
CPU intensive task (built in crypto functions) for the backend database to execute
hundreds of thousands of times.

One post suggested that nested BENCHMARKS be used, each running 100000

times (that equates to 100,000 x 1 00,000 or about 10,000,000,000 times)! These
gueries would simply consume the CPU for the system hosting the database

(many times it's the same machine as the web server). By using BENCHMARK, a
single web request can cause a significant load on the datab ase server and in
most cases a single machine can render the database server inoperative.

Specific SQL injection points were identified on the forums, as well as observed in
collected web server logs . SQL Injection was, without a doubt used in attacks

aga inst Georgia servers.

NOTE: The BENCHMARK stored procedure is specific to MySQL databases,
however other popular databases have similar functionality.

Other specific techniques mentioned in both forums  for bringing down or gaining
illicit access to machines included:
e Regularly checking the status of a host through ping ot <host> -i <interval>

e Using SQL injection through an improperly sanitized query string
e Brute force attacks
e Social engineering to gain passwords

Post with example of ping &t for monitoring
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Post with the MySQL BENCHMARK() query submitted through query string

How many threads have the keywords SELECT or SQL?
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